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The new Build 4024 of TwinCAT 3.1 replaces the Visual Studio® 2013 shell with 

the new advanced and improved Visual Studio® 2017 shell. As a result, the start 

page of Visual Studio® now contains current information individualized for 

TwinCAT users that is imported into Visual Studio® via an RSS feed, which can 

also be subscribed to separately.

Multi-user access to the PLC

Commissioning new systems is becoming more expensive all the time. In 

addition, getting qualified personnel for a major commissioning job is often 

difficult. Accordingly, there is a strong desire for improved capabilities to com-

mission even complex systems quickly and easily. However, this is only possible 

if you can enable multiple programmers to work simultaneously. With its new 

multi-user capability, TwinCAT now offers exactly the right solution for this 

challenge. For this new function Beckhoff employs a principle that is already 

being used for offline development projects by teams. Naturally, the only way 

to develop software offline collaboratively is with a source code control system. 

The new TwinCAT build features this capability and has implemented it for 

online operation in a way that requires no additional knowledge. 

What does this kind of online teamwork on a control application look like? Let’s 

assume that programmer 1 logs onto the controller and makes a change in the 

code while programmers 2 and 3 are also logged in. Since programmers 2 and 

3 don’t have the source code of the change on their programming devices, the 

development system must store programmer 1’s source code in a way that 

grants programmers 2 and 3 access to it. TwinCAT does this with Git, the pop-

ular open-source solution for source code control, and a repository that can be 

installed directly on the controller. As soon as programmer 2 logs in, a window 

opens that displays the changes from the source code status on programmer 

2’s development computer. Programmer 2 can then accept the changes made 

by programmer 1 or combine both versions with the familiar TwinCAT Compare 

Tool. Programmer 2 sees the differences between the source code versions 

and must decide which one to accept. Another advantage of using Git on the 

controller is that the user can check at all times who made which change. This 

ensures seamless tracking capability during the commissioning process as well 

as during the entire life cycle of the machine.

Variant management avoids errors

If several variants of a machine are to be mapped in software, up to now either a 

different source code version had to be used for each variant or a meta software 

application had to be developed that covers all variants. The specifics of a vari-

ant were then generated via parameterization. Both methods are cumbersome 

and error-prone: 

 – Different software applications are difficult to maintain. In addition, any 

bug fixes must be performed in all software variants. 

 – Meta software has the disadvantage that more code than necessary is visi-

ble and the configuration shows the maximum expansion, most of which is 

not being used for a particular version, however. Here, too, maintaining the 

software is difficult. 

Every two years, Beckhoff releases a new build of TwinCAT. Each build contains many new fea-
tures that make working with TwinCAT even more efficient. The latest build 4024 is no exception. 
It again improves efficiency and consistency in the engineering process, which reduces costs. 
In addition, it enhances communication stability with Secure ADS. It also integrates the latest 
versions of Visual Studio®.

New TwinCAT properties  
reduce engineering costs and  
increase communication stability

TwinCAT 3.1 Build 4024: More efficiency and consistency in the engineering process 
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TwinCAT users now receive the latest information in a targeted manner via the Visual Studio® start page.

Multi-user access to PLC

Time-synchronized datasets in distributed installations

Secure communication with Secure ADS
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The mapping dialog has been improved in such a way that not all node levels 

are open. This reduces the scrolling range and makes it easier to create a link, 

for example between the PLC and an I/O component, because the respective 

devices can now be found more rapidly. An option allows you to switch between 

the old, the new, and an automatically adjusted view. With the “Go To Link” 

variable, users have always been able to jump back and forth between an I/O 

device and the process image, but there was no way to jump from the process 

image to the code. This is now possible with the “Go To Definition” command, 

a feature which makes debugging much easier. It also improves program clarity, 

because with this functionality the still frequently used lists of global variables 

can be dispensed with.

Another advantage is that the program code of function blocks in graphical 

languages can now be saved in the binary Base65 format as well, which speeds 

up the loading and saving of programs with a large proportion of graphical 

languages. 

Online change of C++- or MATLAB®/Simulink® code

Until now, only the PLC programmer was able to modify the control code during 

ongoing machine operation. Since many machines or production systems are 

stopped rarely or not at all, this is a critical feature. If, however, you use C++ or 

MATLAB®/Simulink® to control the machine, up to now you could only modify 

this code in connection with a restart of the machine. 

Unfortunately, such restarts are not permissible in some applications. Many 

processes must not be interrupted, especially in the field of test and inspection 

machines, while program modifications are frequently needed. To resolve this 

problem, Beckhoff has implemented in the new TwinCAT build the ability to 

replace C++ and MATLAB®/Simulink® code while the machine or system is 

running. To do this, the code is given a special version so that one version can 

be replaced with a new one on the fly without losing any data.

Time-synchronized datasets in distributed installations

In larger installations with multiple controllers, certain data must often be stored 

on a central server so that the aggregated data can be subsequently analyzed. 

Unfortunately, the timestamps on the different devices cannot be generated uni-

formly. If such data is then aggregated for a centralized application like TwinCAT 

Scope, the central system has no accurate time reference. Unfortunately, the 

system clocks on the individual controllers cannot be simply adjusted to syn-

chronize them, because this would impair the entire application. The only option 

that’s left is therefore to use a reference clock and determine its offsets from 

the local clocks when timestamps are generated for the data to be aggregated. 

But which reference clock should you use? In order to achieve medium accu-

racy very simply, you can use the (S)NTP service, which is free and installed on 

all Beckhoff devices. In distributed installations, this method is sufficient when 

all you want to do is compare data. For more accuracy, a process based on IEEE 

1588 can be used. This method, which is also called PTP (Precision Time Proto-

col), can reconcile very different PLCs with great precision, but requires special 

hardware such as the EL6688 EtherCAT Terminal. The only way to achieve even 

The optimal solution is to have software that is generated in different variants 

based on simple settings. In classical high-level language programming, condi-

tional compiling is used for this purpose. A TwinCAT project, however, involves 

not only PLC programming but also variants with different I/O equipment. 

Accordingly, a device may not always be present or it may have different pa-

rameters. The same applies in the area of axis motion control. For these reasons, 

the new TwinCAT build has so-called project variants as well as variant groups 

for the entire TwinCAT project. That way, variant-specific settings can be made 

in areas such as I/O or motion configuration. They also make maintaining the 

software a lot easier, because there is only one program for all machine variants. 

To generate a specific variant, the user only needs to select it, and the correct 

program is generated automatically. Versioning and maintaining the software 

becomes very easy in this way.

Improvements in the PLC area

To develop and test PLC code faster and more effectively, many improvements 

have also been incorporated in the PLC area. Especially in object-oriented pro-

gramming, simplifying code maintenance and reusability is a major objective. 

The use of interfaces is essential in this context. In the past, interface pointers 

were able to indicate the address, but no pointer de-referencing was executed. 

With Build 4024, this is now possible and further improves the engineering 

capabilities.

In the C++ and C# high-level languages, programming abstract classes with 

abstract methods and properties is widespread. This option is now also avail-

able to the PLC programmer, because abstract classes make it easy to generate 

sample function blocks or classes, which can then be filled with code. This ability 

brings the PLC programmer another step closer to the capabilities of C++ and 

C#. The same applies to exception handling. If there is an exception, the PLC 

programmer wants to respond to it. In case of a division by zero, it may be 

useful to execute a specific routine to bring the machine into a safe state and 

prevent any damage to it.

The multi-user functionality of TwinCAT simplifies the commissioning of even complex 

machines significantly.
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more clock precision would be with special cabling, i.e. to use an EtherCAT 

cable between the devices. The interface introduced in the new TwinCAT build 

for one of these methods allows you to use corrected timestamps for different 

data and thus achieve comparable timestamps in aggregated databases. 

Secure communication with Secure ADS

The Beckhoff ADS protocol was already introduced with the first version of  

TwinCAT and has been essentially unchanged ever since, but frequently en-

hanced by new features all the same. One such new feature in TwinCAT Build 

4024 is the ability to communicate securely via ADS by setting up an encrypted 

connection between two parties who then exchange ADS telegrams as usual.

When a new connection is created between two ADS devices, their authentica-

tion can be ensured via certificates. All telegrams are automatically encrypted. 

Beckhoff has decided to use TLS, the best-known process for authentication and 

encryption, for this purpose. The programmer does not need to worry about the 

certificates and their management, because TwinCAT handles this automatically 

in the background. The integration into the central communication component, 

TwinCAT Router, also enables legacy applications using ADS to use encrypted 

connections by reconfiguring them without having to recompile or even rewrite 

the application. 

New features in safety engineering

In addition to security, safety plays an important role in the TwinCAT system as 

well. For this reason, numerous features have been added that make safety-re-

lated operations easier. One of the most important of these is the multiple use 

of variables. Variables therefore no longer need to be unique but can be declared 

and used locally as well as globally across an entire safety project. This makes 

safety-related projects much easier and more effective. 

In addition, special function blocks that are based on existing and certified 

function blocks can be defined and instantiated multiple times. This means 

that a functionality for a safety door e.g. needs to be created only once. If an 

application has multiple safety doors, the function block can simply be reused in 

multiple instances and with different I/O assignments or parameters.

More information:
www.beckhoff.com/twincat3  

Dr. Josef Papenfort,  

Senior Product Manager TwinCAT, 

Beckhoff Automation

The new variant management  

capability of TwinCAT simplifies  

the versioning and maintenance  

of control software significantly.


